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FOREWORD

Marine Corps CivilMilitary Operations School (MCCMOS) Circul@r2h U. S.Marine Corps

Civil Information Managemenis designed talarify the Civil Information ManagementQIM)
processwithin the execution o€ivil Affairs Operations CAO), and in support oEivil-Military
OperationsCMO), with regard to missions, employment, support requirements, capabilities, and
limitations of theMAGTF, and to increase the situational undmmging of how civil information
enhance$attlespace awarerseandthe success of operations.

The overall purpose of this circular is to support MCCMOS programs of instruction with a more
completereference until such time that an update ©ORP 303A.1 (CA TTPs)is approved by
the Deputy Commandant for Combat Dieyenent and Integration

Recommendations for improvements to this pamphlet are encouraged from commands and
individuals. The enclosed User Suggestion Form can be reproduced and forwarded to:

Director, Marine Corps CiviMilitary Operations School
(Attn: Doctrine)

2300 Louis Road (C478)

Quantico, Virginia 221346043

Reviewed and approved this date.
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CHAPTER

i éthe makeup of participants in military conflicts isroadening. Together with regular forces,
the internalprotest potential of the population is being usedar@sterrorist and extremist
formations..0
-Valery GerasimoyChief of the General Stafff the Russian Federation
Armed ForcesiThoughts on Futur#ilitary Conflictd - March 2018

1000. The Role of Civil Information Management

Civil Affairs (CA) forcesconduct operations that support and are desithin the overall

mi ssion and commander’'s operati on@M)papdsr oach.
the commander witkituational awareness the civil component of the operational

environmen{OE). The CIM process is continuous, occurs asrthecompetition continuum

and develops timely and accurate civil compon
understanding and planning. Cisconductedhroughsix activities(plan, gather, consolidate,

analyze, produce, share)facilitatecommand andontrol. CIM procedures integratcivil

information andechnologywith efficient processet® inform commander situational awareness

and decisions dhetactical andbperational levels of war CIM links civil information with

tactical unitsandunified action partner® facilitate planning and the successful conduct of

military operations Although it is listed as a separate Civil Affairs activityjta coreCIM is a

CA planning consideration and the process whereby civil informatigatiered, analyzed, and

entered into a central database, fused with the supported MAGTF and joint intelligence
organizations, other USG departments and agencies, interagency partn et omizr

organizationglOs), nongovernmental organizations (NG@)d the private sector to ensure the

timely availability of information for analysiand the widest possible dissemination of the raw

and analyzed civil information to military and nonmtaity partners throughout the battlespace.

Civil information managmentis an essentialctivity for all CA Marinesin coordination with

unit command staffs (i.e.-& S3 or higher) and should be broadly organized to the supported
unit’s intelligence and maneuver elements to enhance the cotaotmalbperational pictce
(CTPLCOP) and facilitate the Joint Intelligence Preparation of the Operational Environment
(JIPOE), Intelligence Preparation of the Battlespace (IPB), Civil Prepaddttbe Battlespace

(CPB), and/or other information gathering processes. As an éxaoperations conducted in



foreign countries under Title 22, United States Code, are integrated and coordinated through the
Ameri can Embassy i n dDhefepseand Devefopmerit @DAD)NlaRke | nt er

data collected provides current civilmponent information for dissemination through the CIM

process.
MoreoverCl M i s not solely a task of a CA wunit’s C
CIM. CAfoces should also actively incorporate the

elements into the civil information collection requirements to enhance the COP and the civil
intelligence and intelligence preparation of the battlespace procé&tde.every CA Marine
has the ability to conduct basic analysis of civil information, é&i@MO Planners and Chiefs
are further capable of providing an enhangederstandingf the civil environmenand shaping
civil conditions andntegratng CMO into thedecision-making procesghroughout the

competition continuum
1001. Situational Awaess and the CommdiacticalDperational Picture

Situational Awareness(SA). Situational awareness the perception of environmental elements
and events withespect to time or space, the comprehension of their meaning, and the projection
of their futurestatus. Managed at the tactical, operational, and strategic ldvel$/ica

Endsley s mo 8Aeehconapésses thresvels perception, comprehension, andjpction.
Perception is the awareness of relevant elements or factors present in the envjramdnent
involves the processes of monitoring, cue detection, and simple recognition, which lead to an
awareness of multiple situational elements (objects, evestple, systems, environmental
factors) and their current states (locations, conditions, madtsns). Comprehensiomvolves
patternrecognition, interpretation, and evaluatemmdrequires integrating this information to
understand how it will impai upon goals and objective$his includes developing a
comprehensive picture of thattlespae, or of that portion of theattlespacef concern to the
commander Lastly, projectionnvolves the ability to project the future actions of the elements
in the environment.This isachieved through knowledge of the status and dynamics of the
elementsand comprehension of the situatigeception and comprehensjpand then
extrapolating this information forward in time to determine how it will affectreutiates of the

operational environmenfThe use of SA and correspondimformation allows théAGTF



commander to obtain knowledge of thboleenvironment and the systems, links, and nodes that

comprise the civil dimension that exists within the operat environment.

Common Tactical and Operational Picture (CTP/COP). JP 30, Joint Operationglescribes

the @mmonOperationalPicture (COP) as &ingle identical display of relevant information
sharedby more than one command that facilitate8aborative planning and assistsethelons

to achieve situational awarene$airthermore, the COP,ribugh the principles of joint
operationsunderlines 1@ommon Operating Precepits successful operationg.hese precepts
flow from broad challengs in thestrategic environment to speciftonditions, circumstances,

and influences inraOE. CIM facilitates these 10 precepts by ensuring relevant civil information

is available and fused into the COP. by

1 Leveragng the benefits of operating indirégthrough partners wheactical
circumstances dictate or permit.
Integratng CIM capabilities to be compmentary rather than merely additive.
Focusng ontactical informatiorobjectives whose achievement suggests the broadest and
most enduring results.
Ensuing freedom ofaction and information sharing opportunities.
Plaming for and manaigg tacticaltranstions over time and space.
Avoiding combining capabilities where doing so adds complexity without compensating
advantage.

1 Informing domestic audienseand shapg the perceptions and attitudes of key foreign
audiences as an explicit and continutagdicalrequirement.

1 Maintaining tactical and operationdlexibility .

For exampleMCRP 1-10.2Marine Corps Supplement to DOD Dictionaryhilitary and
Associated Termdescribes the @nmonTacticalPictureas(1) consistng of friendly position
location information, known and suspected enelmgations,and graphical map overlays
depicting information such as fire support coordinatiad tatical control measures(2) The
current depiction of the battlespace, including current, anticipat@dp@cted and pinned
disposition of hostile, neutral, and friendly forcdhe CIM tactical picture would consist of (1)

location information of priected civil targets, such as medical clinics/hospitals, primary/post



secondary education facilities, community/religicesiters, important cultural sites; and,
graphical overlays of different sociatonomic and ethnic areas and/or political bounda(&s.
The depiction of current, anticipated, or projected and planned disposition of civil society
responsgto military operationsas developed through the CPB process

1002 Marine @ps Civil Information Management SysM&ARCIMS)

MARCIMS is a knowledge managemaetdta repositoryor CIM, which enables users to collect,
organize, analyze, visualize, and share fmtleded data to support CAO and CMO, and
ultimately share civil information on an unclassified platform. Develop&d09 MARCIMS

is a program of record thptovidesMarines a tool to capture data and stawé informationin
support of the missioandis available on any public commercial internet worldwite2015,
MARCIMS was launched in its current Full Opéing Capability (FOC) MARCIMS consists

of two major components: MARCIMS Mobile and MARCIMS Portal.

MARCIMS Mobile is a mobile application (ctently hosted on a Samsung Gal&ogte 9 and
Samsung tablet $4used for data collection in the fiel@Each device is praded with
assessment forms that facilitate civil reconnaissance and civil engagements. A MARCIMS kit

contains two MARCIMS mobiléevices and one tablet.

MARCIMS Portal is an unclassified semantic media wiki knowletgesed portal (website) for
automated information structuring and management operating on a Virtual Private Cloud (VPC).
MARCIMS data collection does not require the MBS mobile device as data collecteahc

be inputted directly into the MARCIMS portalVithin the portal, users create queries and build

pages to visualize results in order to share information more effectively.
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Figure 1-0, Example MARCIMS portal page

1003. CIM Challenges

CIM Challenges. Commanders employ activities to establish and maintain relations with civil
authorities, the general population, and unified action partnersiefgytion, MCRP 10,

Marine Corps Operationstates the tactical tas 6ofdinatewith Civil Authorities ,is™to

interact with, maintain communication, and harmonize friendly miligatyities with those of
other interorganizational agencies and coalition partoeesshieve unity of effortTherefore,

the CIM goal islhe enhancement sftuational awareness and understanding for all elements in

the OE to assist decision making; however, CIM operational challenges include:

No common language defining the civil domain

No common reporting standards across interagencyggrar(MARCIMS is lhe program
of record reporting system for the Marine Corps)

No common graphic symbols

No common data collection procedures

No common data storage procedures and/or standards

= =2 =4 4

No interoperable systems for storing and transmitting icifermation(classfication of
systems NIPR/SIPR/CENTRIX, .org, .gov, etc.)

10@. Terms and Definitions

Civil Engagement (CE) Civil engagement is a deliberate or spontaneous activity or interaction



between Marine forces and nonmilitary individual®ntities, designed to build relationships;
reduce or eliminate civil interference and causes of instghgiather, confirm, or deny

information; foster legitimacy, or promote cooperation and unified action.

Civil Information Management (CIM) : A proces whereby data relating to the civil
componenbf the operational environment is gathered, collated, processed, analyzed, produced

into information products, and disseminated.

Civil -Military Operations Center (CMOC) : Tailored to the mission aremployed vinenever
CMO planning,coordination, synchronization, and integration necessjtateorganization,
normally compriedof Civil Affairs (CA) forcesestablishedo plan and facilitate coordination

of activities of the Armed Forces of the United Statékin indigenous, populations &

institutions (P1), the private sectomultinational forces, other government entities and
internatonal organizationsCMOCSs can be used to plan, gather, consolidate, analyze, produce,

and share civil information.

Civil Reconnaissance (CR) A targeted, planned, and coordinated observation and evaluation
of specific civil aspects of the environment. CR focupesisically on the civil component, the
elements of which are best represented at the tactical level by using Streatures,

Capabilities, Organizations, People, and Events (ASCOPE). The observations and evaluations

collected during CR are a drivingctar in the second step (Gather) of the CIM process.

Commander 6s Critical | nf @ rAmiaformation reqieeqent r e me n t
identified by the commander as being critical to facilitating timely decisiaking. The two
key elements are friendly force information requirements (FFIRs) and priority intelligence

requirements (PIRS).

Information Management (IM) : The functionoflmanagi ng an organization
resourcesor the handling of data andformationacquired by one or many different systems,
individuals,and organizations in a way that optimizesess by all who have a share in that data

or aright to that information Without IM, all civil information produced will be difficult to

integrate into the Common Operational Picture and to provide the commander with effective

Situational Awareness.



CHAPTER
CVILINFORMATIOMANAGEMENPROCESS

The US. military operates mostly among people, and these people live in environments different
from what Americans usually encounter.

-Operational Culture for the Warfighter
2000SIx-STEPPROCESS

Regardless of missiaor task organizatioreffectivemanagenent ofcivil informationis

required. The CIM processs conducted in six steps that generate situational understanding

through planninggathering consolidation, analysis, production, and sharing of information with

all stakeholdersForexampe,CMO Pl smumpe@mntshMAGHdand/ or Mari ne
expediti tnampyrRdrn oe al plt a@imvedrtegpaam a(t OPPT) of t
Battl @€6PRMB emai vd!l environmen3iCimbBndNe lr oMsreenItFi gur
and to enmanceaengier satainadi ng, while providing r
commander as t he mi sheatablishnnt of topargcpation inMEMQ@Co v e r
a humanitarian assistance coordination center (HACC), or other operational andlaatical

collaboration and information sharing organizatiomsy develop a comprehensive

understanding of the OE among thosaducting CMQ whi ch may i nfl uence t

decision process onteoots are on the groundSee Figure D, CIM Sixstep Process

Consolidate

Figure 2-0, CIM Six-step Process



2001. PLANNING

Produce Consolidat

gl

r——

Analyze
\——

Planning is the first step in the Clpocessandresults in actions to collect, consolidate and
share information For exampleplanning for the collection dfivil information considers what
informationanddata is necessary to support the misdnanv that information will be obtained
by whom andthrough what meansSimilarly, planningthe consolidation of civil information
informs how the collected data will be organizetijle planning for sharinghformation
identifies what to share, and with whom. CIM Planning considerations should noelke bas
solely on the s-soartell infermatiomRebdilysavasgable dpen Bourbe
information often provides valuable insight into the civil dimenf the operating
environment. Thereforenput frommultiple sources, such as intelligenceganizations,
interagencypartnersthehost and/or partner natipimternational organizatiorend NGOs is
essential to developing a better understandingetivil dimension. The CA staff leverages
these external sources of information to provide aprehensive understanding of the operating

environmensupportingMAGTF operations

Importantly,CIM requires planners assess conditions iroferating areaThe assessment
process serves two important purposesst, toprovide the commander a better understanding
of the situationand secondsupport decision making k@scertaining progress toward
accomplishing a task, creating an effect, achieving aectia¢, or attaining an and staté/here
appropriate,te international community and national actors should discuss the scope and

objectives of th&€€IM assessments to ensure they are suitableumber of factors, includg



the attitudes of key HN leatke shapeneasures of performance and measures of effectiveness
Assessments provide an important opportunity to build trust between internatigaizations

andthe MAGTF to determine the effectiveness of the CIM paotg.

Collaboration. As acoordnated effort focused on sharing datallaboration increases overall
operational efficiency by eliminating redundant collection effoftisroughcollaboration CA
forces (with othestaff sectionssupport the IPB procesy conductingCPB, whichresulsin

the drafting of initial priority intelligence requiremerfRs) andtaskings to subordinate units.
Additionally, collaboration entails close working relationships with intelligence personnel,
planners supporting operations in the information emvrent, MEF Information Group

personnel, etc.

20@. GATHER

Plan l

l Produce Consolidat%

r——

Analyze
\——

Information gathering is the second step of the CIM prockedsrmation gathering refers to the
gatheringor collectionof civil-related information ancklevant dataThis step is essentitd

other CAMarine processesuch as the Marine Corptanningprocess (MCPPand operational
assessment procedsor instanceguring planningstep one in CPB (Define the Civil Operating
Environment) focuses on collection of civil informatioDriven by theneed to present a picture

of the civil environment to theommander, th€CIRs, PIRsandFFIRs andwith the

combination ofand integratethto the intelligence, surveillance, and reconnaissance (ISR) plan,

civil information collection occurs at divels througlctivil reconnaissancejvil engagement,



data miningand ollaboration with IPI, international organizations, NGOs, and other
governmat agenciesDuring execution, civil assessment information collection requirements
are captured viaormd battle rhythm events and repiog channelsand requirements such as
CMOC activities intelligence summags CA repors, as well as daily sitrepsThe heart of
informationcollectionis the daily interaction among CA Marinesdmyriad civilians in tle
supported c aifhaMAGTE gathers childnformation through the following

means:

1 Civil Reconnaissance Conducted by CAor other forces, as required@he use of CR is
to provide thesupporteccommander access to the civil environment.

1 CivilEngagement Toenhancde he commander’'s understanding

and legitimiz&¢ he MAGTF’' s mi ssi on.

1 Data Mining: Data mining is the process of extracting patterns from raw data.
Conducted by all Marines, data mining uses a combination ofaypérestrictegsource
materials for routine and continuous stwhd research. Data mining is focused by
CCIRs and the civil information collection requirements and provides corroboration of

other collected civil data.

2003. CONSOLIDATION

Plan
\———

l Share Gather I
l Produce Consolidate

Analyze

i
{

Consolidaton is the third step in the CIM procegsonsolidation is the ordering of the data into

groupings, such as cataloging, categorizing, staff estimates, or databasing. The tools and

10



methods for this step vary, and most are still developing. Available ¢deriyased software
programs can accomplishis step(such as MARCIMS) Within these database structures, civil
information is normally collated by date, type, location, organization, activity, anctaggied

by supported goals and objectives (e.g., @ogelements, lines of operatiaic.,depending on
the specific mission and supported/supporting relationshigs.two elements of consolidate

are collation and processing.

Collation. Collation is storing and metagging datgthrough MARCIMS or othr meansjo

organize and standardize it into relevant groups for identification or further processing. A civil
information database is capable of cataloging vast amounts of data with attached files and photos
and rapidly retrievinghis data for followon processing, analysis, production, and sharing.

Within these database structures, civil information is normally collated by date, type, location,

organization, activity, and metagged by supported objectives.

Processing.Procesing is reluctionandconverson of collated data into specific formats.
Processing reduces data size by removing obsolete, irrelevant, inaccurate, or incomplete data,
andcollapsing overlapping (similar or repetitious) data according to-taggand angsis
needs.One challage is ensuring that information meets the seven characteristics of quality
information. Quality information adds value to the decisimaking process. In the face of

uncertainty, information managers must consider the informgtiality characteristiceutlined

below:

ACCURACY ..ottt e e e e e e Information that conveys the true situation
RELEVANCE..........ccccceeennn. Information that applies to the mission, task, or situation at hand
TIMELINESS. ..., Information that is available in time to make decisions
USABILITY .. Information that is in commoreasily understood format and displays
COMPLETENESS..........cccvvviiiiie All necessary information required by the decision maker
BREVITY oo, Information that has only the level of detail required
SECURITY..oovviiiiiiinnnnn. Information that has been afforded adequate proteethere required

Processing alsa@onverts data into formats used for assessment and sensemaking (sensible,
reasonable, and practicabléigure2-1, ASCOPE/PMESII Matriprovides an example of

processing
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Areas - Political (District
Boundary, Party affiliation
areas)

Structures - Political
(town halls, government
offices)

Capabilities - Political
(Dispute resoluticn,

Capabilities Insurgent capabilities)

Organizations - Political
(Political parties and
other power brokers, UN,)

Organizations

Pecple - Political
(Governors, councils,
elders)

Events - Palitical
(elections, council
meetings)

Areas - Military (Coalition
/LN bases, historic
ambush/|ED sites)

Structures - Military /
Police (police HQ, Military
HHQ locations)

Capabilities - Military
(security posture,
strengths and
weaknesses)

Organizations - Military
(What units of military,
police, insurgent are
present)

People - Military (Leaders
from coalition, LN and
insurgent forces)

Events - Military
(lethalinonlethal events,
loss of leadership,
operations, anniversaries)

Areas - Economic
(bazaars, shops,
markets)

Structures -
Economic (banks,
markets, storage
facilities)

Capabilities -
Economic (access to
banks, ability to
withstand natural
disasters)

Organizations -
Economic (Banks,
large land holders,
big businesses)

People - Economic
(Bankers,
landholders,
merchants)

Events - Economic
(drought, harvest,

Areas - Social (parks Areas —Information

and other meeting
areas)

Structures - Social
(Churches,
restaurants, bars,
etc.)

Capabilities - Social
(Strength of local &
national ties)

Organizations -
Social (tribes, clans,
families, youth
groups, NGOs /
1GOs)

Pecple - Social
(Religious leaders,
influential families

Events - Social

(holidays, weddings,

business open/close) religious days)

(Radio/TV/newspapers
Iwhere people gather
for word-of-mouth)

Structures -
Information (Cell /
Radio / TV towers,
print shops)

Capabilities - Info
(Literacy rate,
availability of media /
phone service)

Organizations - Info
(NEWS groups,
influential people who
pass word)

People - Info (Media
owners, mullahs,
heads of powerful
families)

Events - Info (IO
campaigns, project
openings, CIVCAS
events)

Areas — Infrastructure
(Irrigation networks, water
tables, medical coverage)

Structures - Infrastructure
(roads, bridges, power
lines, walls, dams)

Capabilities -
Infrastructure (Ability to
build / maintain roads,
walls, dams)

Organizations -
Infrastructure
(Government ministries,
construction companies)

People - Infrastructure
Builders, contractors,
development councils)

Events - Infrastructure
(road / bridge
construction, well digging,
scheduled maintenance)

Figure 2-1, ASCOPE/PMESII Matrix

Filtering . Basic filtering criteriashould be set by the seni©A Marine /CMO planneror CIM

manager There are a variety of considerations that can be used to determine filtering criteria

(e.g., quality characteristics listed abgww@meexamples include

SubjectMatter. Information réated to the civil environment, etc.

Locati on. I nformation related to the MAGT
Time. Time of Occurrencehas the information been superseded already by other
reporting/processes?
1 RedundancyAre multiple rgorts related to the s data/event? Can the information
be used to confirm or deny, or does it possess additional significant data?
Databases.The purpose of the CI M database is to en

understanding by offering insighd past and present catidns within the civil component of

the OE. Emerging technology and additiomab tools designed for cataloging vast amounts of
data continue to emerge. This technology can be used to create a knowledge portal for CIM that
enabls users to collect, oagize, tag, search, browse, visualize, and share structured CIM

knowledge. For example, Semantic Wiki systems (i.e., MARCIMS Portal) provide automatic

12



categorization of collected data and makes information more accessible. Tt oéne

leveraging sentatic wiki technology for civiimilitary operations include:

Providegstimely and accurate reporting and situation awareness.
Prevents duplication of effort.

Facilitates assessments and CMO mission planning.

= =/ =2 =

Supports CMO staffeporting functions through ctesn export of civil information
products in the form of Excepreadsheet®owerPoint Chartgnaps.etc.

1 Fosters collaboration through hashtag and mention features; can import and export data

into/ from ot hteiromsn.al ytic applica
2004. ANALYZE
CEEEEEE—
Plan
\——

l Share Gather
Consolidate

Anailysis the fourthAsntae¢pysins tiket@QleMpproecesss of
i ntegr at iingf ocromalte cotng dtfpol em rdandaus cyes scso mprleessk t opi ¢
i ngiomellements to study the natand, t heihd.tpr eh at

When appperdt b@ems ysis is the sifting of civil
of past behaviors or i deasd tahpp!l imd agthito rp.o s sMarse
restating fact swheanalcyosmps iicsatae dprioscseusess ar e si
data into the basic cAmployweing si 9ff crdame atnal et
and decision makntnganalhyetriecfaolr eme tdhiofdsermay conc
under stAsmmdiymsg.s provides the “so lwhadats” itmp oaitvair

CIM applies a systematic process to analysis
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presentdedc itmoandisdse anal yze step of el B io$ CE®MBp
(Analyze the Civil Environment) and can utili
Thougth a@adnc |l uissmpbysdi s of aoiaysiédha nffamradwitroge a |
met hods:

Civil ComAndeEyCaive dnradn oindde anal ysi s is the prc
information is evaluated to determine the i mp
as the i mpact of opneernatt.i o nBsa soend/ toM& 3 dhilevadNestCaDoPnip
consider asttisons a&malty cal to mission success.

Stakehol demfThAnplrpsess of assessing a system a
relate to relevant andSitmakehes died eipaasatt yes s( st
st akeswhloddrave aesgtlodgpeed aitntoenal exnamirmesne nne acd
Stakehol der analysabltakedpirdanhdegdyee i mipachavefa
i nt er esgeri aat it rhgg aemadv i sreocenonmeonste, ywh o have ahne i ndir
operating),emvinmeanment utilizing a stakehol der’
mi tigation/ enhancement measures and i mpl ement

stakehol der s.

Systems :Syaltamwmesisyssias processi nfecpl ¢éeonbhg higaansds
the probl ems, amd sdadompdsi Bywanpeomée namsal ysi s i

civil wvulnerabilities within the civil compon
Based on ASCOPE RBR®UWBR,f @scyusstgednsss pgppPaMitser of Gr avi
(COG) and enhances situational understanding.
operational necessity and the products reflec

Root Caus:eRoAmtalcyasu sse aann selbypssaesdaciayltlu slab peof or m
acomprehensive review of eventsThescaese maypybtl

nat ur almadr mamlBatst&eomseonf | i ct or &moaontgesauise t
analy$ios mcancritical el ement of CMO, by direc
and/ or obstacles to missCRBB %tbg hleicltiitvye sAs s eCsAs nve
FrameWwSKF)k amongst otbeasapypbpeesssgsabil ity

Nodal AmMaldwawdi sasanalysis reveals the interrelati
entities, and | ocations. The individual node
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pl acehyircal thing that are a fundalmemawail orcalmg

physical, or functional relationships between
Link Anlailryksisnal ysis is the process of i1dentif
per sonncetls,, caosnstoaci ati ons, events, aetmivmneilasy
or significant | inks. CIM analysts wuse |ink
how they are involved. Li nk amtail wistiy rmator isc @ s

l ink di agr ams.

Geospati alGeAsplayyme sanafers to analyzing i mag
information to describe, assess, and visually
referenced activtioittbetdbapp@ttepommaomESLBsabes

environmefastandturwhemabysbeth natur al and ma.
environment wil/ have a signi faindamatnail ryfsli e n ad
key influences.

Assessment MAzswreadse analysis geaskds htada isdgmt if
i mpact the OE and thmheaucperndt oprer atbDwmisngvetl he d
measures can help the commander, subordinate

relationship between taslk.acdM™MempluirshmdntEfdredt
arceriauseeidssess changes i n syocspermtbiecdhmavli oegnvicraq
artee ed t o metatsalirn mgntt hef an fenmadnj setcatiev,e,a ohri ecwee
an eff evCEsbé&deed on quaend ittaatrievfel eetasaurt rend or
measurable threshold, attainment of end state
but often qualitative measures bettecrriaeklreéect
useadassess frieardétiyedacttoi amasa stohngpth.g s hM@®Fkst can be
used i n suppassensmduine,t i Dinrmde specific stand:

observati canbbrkedteoi measmpi hghmasks.
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200. PrOmICE

Produce Consolidate

Production is the f.i fthr ccsbuecpthiedfmpabka@i Mgpobce

into easily disseminated reports, presentatio

CIM procesodecssrandpservices are relevant, a

commander s a+mdk itnhge bdoedcyi.si cEkampl es of ci vi |l I n

(1) Layered geospati al i nformati on
(2) Civil layers (6A8CEBPEICORPE Bstei TatPe

* Area - Sunni sector of AO
Cold Steel

* Structures.
- School
- Mosque
- Police Station
- Foot Bridge
« Capabilities
- S —Amber
- W —Amber
- E —Amber
-A - Green
- T—Amber
- M — Red (No clinic in AO) B
- S —Amber
« Organizations
- Sunni Tribal Party HQ

* People

* Events
- Council Meeting — Weds
- Mosque Sermon — Friday

Legend

AO area of operations

HQ headquarters

SWEATMS sewage, water, electricity, lics, trash, dical, and safety
Weds Wednesday

Figu2eg RSCOPE Esti mate

(3) Centers of Gravity
(4Key influences pamnd(usdlse Fa@iuvrikla cBE rowisy) on me nt
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Classification // For Instructional Purposes Only

Civil Environment

(Key Influences Which Keep Society Stable)

- Well-educated Population

Civil Environment Model:
Bottomlandia

MAGTF Operations
On Order SPMAGTF Bottomlandia Response supports U.S. Government efforts, led by USAID/OFDA and DoS,
to provide humanitarian assistance to the western peoples of Bottomlandia by conducting relief and support
operations to save lives, alleviate human suffering, and mitigate significant critical infrastructure damage.

- Faith in Strong Gov't / Judicial Institutions
- Economic Opportunity:

* Robust Service-based Economy
- Sense of “Collective Rights” vs “Individual
Rights”
- Environmental Protectionist Psyche
- Strong Nationalist Traditions
- Desire for Rules-based International Order
- Political Alliance with Canadia

As of XXDecXX Urban Areas Affected Include:
*+ 1 Melburnium

* 2 Adelatia

* 3 Cidney

* 4 Brizbane

Proportional Representation
of Highest Education Level
(By Population) of

| Bottomlandia:

(1) Melburnium, (2)
Brizbane, (3) Cidney, (4)
Adelatia

Proportional Representation
of Highest Beach Migration

Social Norms
(Customs and Practices)

- Isolated Coastal Communities With Limited (By Population) of
Interaction with Outside World Bottomlandia:
- Self-deprecating People (1) Cidney, (2) Brizbane, (3)

* Dry humor, anti-authoritarian, and ironic

Adelatia, (4) Melburnium
- Demand “Fairness”

[l volcanic Destruction

* Everybody deserves a “fair shot"
- Family / Tribal Activities Centered on Sports [ Flooding Destruction Proportional Representation
Affiliation(s) of Highest Red Meat and

- Alcohol Consumed at Harmful Levels

- Diet Consists Primarily of Large Cuts of Red
Meat Cooked Over an Open Flame

- Large F grations to

During Nov-Feb

Western Coast of Bottomlandia is heavily
populated with urban areas separated by

Alcohol Consumption (By
Population) of Bottomlandia:
(1) Brizbane, (2) Cidney, (3)
Adelatia, (4) Melburnium

mountain ranges, farming and grazing
territories.

(5)
(6)
(7)

reports

(8)

()

Figure 2-3, Civil Environment Model
Answestsstboregoformati on
proi
on

Ci Engagemdn
fo ngsot enngd4t i awlicels t

Reported ority civil i

Il nf or mat i such
( AARs) ,

Updat esstt af

paper s,

vi l

(REI s)

nf ormation req

as area studie

tc | roesperutt s ,r etpalr
Li kelQQPDi srupt

Phase 2, Stage A Biddilonia — Flooding in the Pakloban District 2016

Civil Most Likely. Follow historical patterns
- Pakloban populace seeks families or clan
members on higher ground. Populace will
move to ad hoc encampments seeking aid
and security. A LOW percentage of
Paklobanese will remain in flood zone to
protect property. Main MSRs will be
congested, causing difficulty in the
movement of relief supplies. Less security
due to disrupted security apparatus. Local
criminal elements will exploit with an
increase in looting and theft. Local populace
subject to Biddilonian Freedom Fighters
increased broadcasts discrediting local
officials and labeling MAGTF as an
occupying force.

Civil Most Disruptive. Local populace not
supportive of HN evacuation efforts. Relief
efforts delayed by blocked MSRs and looting
of supply warehouses and relief stations
Pakloban District surrounds. Biddilonian
Freedom Fighters infiltrate lian
encampments. Civilians “buy into” pirate
Biddilonian Freedom Fighters radio station
broadcasting “Colonial Power takeover.”
Kidnapping and murder of Clan leadership
increases. Militias set up road blocks
throughout Pakloban, blocking evacuation /
relief efforts by HN.

35,000 Key

People Affected

22,000

[ripe 2T A Areas of Flooding

Civilian Movements
2,000

People Dead

24,000

Houses Flooded Ad Hae

Encampments

Figure 2-4, Civil Most Likely/DisruptiveCOA

pdates to
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Ziguinchor Stability Report

350
300
250
200
w 150

100

INDEXED VALU
o 38

Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun
2000 20XX  20XX  20XX  20XX  20XX  20XX  20XX  20XX  20XX < 20XX  20XX

MONTH
—e—| and Disputes —+—MFDC Activity
—s—Govemment Disenfranchisement —s—Poor Roads
—e—NMNo Healthcare ——Poor Schools
=e=Djsplaced Civilians =0=verall
Figubeverall Stability

When developing CIM products, at ibkei@PBrmama
wi || use to brief Urdersutpgpmoditregd vehbanstamen ¢per.noddeudc
purpose; and, whetnerimi nd htdveMdtgad aduwlidtl 0 pt hat ar
har mowi zbdt he supported Tlhrei tp'rso daupaenea & ip beipEO I [t rsq,
should exercise brevity, so as not to saturat:
unneceasdamyd,ant itra etl eev Ampipd syi ex.pert judgement w
products andirneadbye saimpgllhih@amprodgchg with ot he

organi z atgiemmrcsd easn d

l Plan
Share Gather l

20%. INFORMATIOBHARING

Produce Consolidat

]ﬂ 0

Analyze
\——
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Information sharing is the sixth and final step in the CIM proc€smducting military

operations among the populace is complex. It isre&d when an operation is planned and
executed to gain an enhanced understanding of the OE to aid in decision making. CA Marines /
CMOPlannes support the commander’'s operational
through the CIM proces<Civil information sharing is the cornerstone of CIM andaisothe

hallmark of interorganizational cooperation. Information sharing involves more than an active
pushing of products to specific consumers dedgassive posting of products on web portals.
Informationsharing is a dedicated, cyclic process, integrated into the deasikimg process,

to ensure all parties involved in establishing an agtgesh end state are working from a shared
understandingf the operation.CA Marines/CMO Planners haaekeyrole in managinghe

integration of civil information products into one central datalaaskthis is accomplished by

the following:

1 Push Push is the active process of disseminating civil information to the MAGTF
commanderstaff, and other unified action padrsin order to meet specifiavil
informationrequiremergs.

91 Pull: Pullis actively retrieving civil information from othsources (outside DoD
sourced informationyeferenced in step 2 of CIMshile enabling otheorganizationghe
capabilities to pllirelevant civil information from CIM production.

1 Production Productioninvolves incorporating civil informatiom the format for the
intended audience amato the CTP/COP.

The MAGTF CTP/COP depicts six recognized pictures (Air, Ground, Environmeatastics,
Intelligence, and Civ)l The recognized Civil pictufecuses on and depicts the political,
military, economic, social, information, and infrastructure (PMESII) data relevant to the civil
areas, structures, capabilities, organizations, peapbttevents (ASCOPE) in an Area of
Operations.ThecurrentMAGTF recognized civil picture contains the followinyil

information requirements

What are the locations of significant institutions in the local area?
International (UN/Foreign Government/XDG

1
1
1 National (Governmental and Na@overnmental)
1 OverallPopulation (Number of persons)
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UrbanCenters

Describe thesignificantof urban centers

Capitals (Regional, Provincial, District)

Borders/Boundaries (International, Regional, Provincial, Districtees}it

Vital Infrastructure (Food Storage Depots, Water Reservoirs, Electric Power Plants, etc.)
Political/Governmental System (Authoritarian, Democratic, Dictator, Theocratic,
Republic, Kingdom, ...)

Political leadership at national, district or provincecle(Evens likely to cause

significant loss of confidence in national, district and provincial officials and events
likely to destabilize the district or province. Reports or instancesrofiption of

national, district or province level government ails.

Sucessful anticorruption activity by municipal, district, province or national leadership;
and, civil society actions, economic actions against corruption (ENEMY VS.
CRIMINAL)

Plans or actions by International Organizations to reduce or withdeamréisouces

from or take actions that impact or effect operations, including introduction of significant
new programs or actors

Opponent Leadership, Insurgent Groups, or Key Leaders expressing willingness to
reintegrate with Host Nation Leadership

Econony (General situation, Inflation, Unemployment, Bank®ystem, Resources,
Infrastructure, Sectors, Industry, Trade, Labor Pool...)

Agriculture

Ethnicities

Religion

Social (Languages, Education, Emigration, Immigration, Demographics, Human
Rights...)

Juisdiction (Legal System, Rule of Law...)

Significant changes in any part of the judicial national, district or provincial system
Host Nation Event likely to attract significant media attention or exploitable for gain

Membership to International Orgaatmons
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Diplomatic Seats (Embassies, Consulates)

Any significant change to foreign diplomatic status or any significant diplomatic event
Locations and Mission/Functions of International Organizations, Governmental
Organzations, NorGovernmental Organizans

Locations and status of Civilian Airports/Airfields (Status amgbort
Facilities/Infrastructure: Buildings, Runways, Parking Areas)

Locations and status of Civilian Ports/Harbors (StatusPandFacilities/Infastructure)
Locations and statud €ivilian Helicopter Landing Zones

Locations and status of Civilian Communications and Information Systems Infrastructure
(Availability and Status)

Schools/Universities

Cultural/Historical Sites

Religious Sites andigines

Roads (Motorways, Primannd Secondary Roads) (Existing, Under construction,
Planned), Roads Conditions/Status

Railroad Infrastructure (Existing, Undeonstruction, Planned); Railroads and Rail
Heads locations Conditions/Status

Inland Waterwaysd$nfrastructure (Rivers, Canals, tks, etc.)

Bridges and Culverts Conditions/Status

Overall Traffic Density (Land, Air, Maritime)

Location of CivitMilitary Cooperation Capabilities, Holdings, Projects, etc.

Displaced Persons and Refugees (DPRE)iadeisplaced Persons (IDP) (Camps,
Movements)

Humanitarian Aid Routes

Location of vital and essential civilian infrastructure / assets (dams, diamond mines, oil
fields and refineries, power plants, etc.)...

Significant related CIMIC events

Significant event or change of status invotye Private Security Company (PSC)
Significant issues relating to the Military Technical Agreement

Significant status or capability change of key essential services (sewer, water, electric,
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etc.)
1 Host nation event likely to attract significant media attenor exploitable for

Il nternati onal Organi zations gain

Civil Information sharings critical to the efficient pursuit of common goals and objectives.
Although challenged by cultural and political differences, a collaborative environment facilitates
information sharing betwaemany different groups and authorities that can work in parallel.
Therefore, the security classification associated with civil information and/or intelligence
products is determined by regulations regarding the safeguarding wictgdatollection methosl

and the systems used, as well as those for specific operatiera example, the CMOC is not

only a means to collect civil information but to share civil information as well. However, CA
Marines must be careful to avoitetimpession that stakeholder organizations are being used for
intelligence collecting.Simply put, the intent of CIM is to keep a majority of its information and
products releasable and unclassifiéd a minimum civil information should be shared with the
intelligence seatbin, operations, the operatioinsthe information environmemianner and other
information related capabiliieshA commander ' s col |l aborative envi

information sharing through the following:

Overcomingbarriers to effecte collaboratiorand communication
Determining information sharing requirements and provide appropriate disclosure
guidance, classifications, and caveats

1 Enabling mission partners to the maximum extent allowed by U.S. laws and DoD policy
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APPENDIX
MARCIMSAPABILITIEBOCIM

MARCIMS AND TKKHMPROCESS

PLAN

1. View pages for past data collected (historical CIM)
(a) Country Studies
(b) Operation Pages
(c) Unit Dashboards
2. Viewing feeds from exteal sources
(a) Social Media
(b) RSS feeds
(c) Map Services (WMS, WFS, GeoRSS, KML)
(d) Google Places
GATHER
1. Allows for data collection on a mobile app
(a) Taking notes in the field
(b) Taking photos
(c) Recording audio
(d) Recording video
2. Putting data on a page (i.test pages)
3. Adding URLSto feed manager, test pages and other pages
4. Upload files

5. Accepting external feedsdetermining if feed is readable
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6. Retrieving data from data feed
7. Putting data in forms (as a means ofdatllection) on portal and mobile
8. Pulling form data into portal
CONSOLIDATE
1. Collation
(a) Tagging/organizing data retrieved from a data feed
(b)Aut omatically put datgd on pages through *
(c) Geotag content related to civil affairs opevat
(d) Existence of a structured forms for data collection
(e) Putting data in forms (as a means of data organization) on portal and mobile
(f) Data received in form structure
(9) Edit forms sainfo can be updated
(h) List of available forms

(i) Pages safing as a place for collating and organizing data and information (i.e.
Country/Topic study)

() Data is organized
(1) By properties
(2)Cat egori es, properties, values, “for ms
(3) Groups/categories by operation

(K) Aggregation
(1) ASCOPEPMESII matrix
(2) Aggregate and log field collected data

2. Processing

(a) Stores
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(1) Historical data
(2) Pictures submitted into the portal
(3) Information in an online database
(4) CIM content
(5) Data about exercises/events
(6) Files from users (docs)
(7) Data about &y leaders
(8) Data about infrastructure
(b) Allow for QA/QC unit validation process (internal review)
(1) User logs
(2) User contributions
(3) Completeness review
(4) Reliability review
(6) Page history
(c) Collated data is brought together through preces
(1) By properties
(2)Cat egori es, properties, values, “for ms
(3) GroupsCategories by operation

(d) [Pre-] Processing data for analysis/production/dissemamafi.e.export/process data
to csv)

(e) Accepting external feedgprocessing feeds
() Submitted data goes into a wiki (semantic media database)
(g) Edited form data is updated in semantic media database

(hWAut omatically put datgd on pages through *
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ANALYZE

1. Create/make/display
(a) Tables
(b) Charts
(c) Graphs
(d) Statistics from gantitative data
(e) Tag cloud (word cloud)
() Timeline
(9) Event calendar
(h) List using list widget
(i) Monthly calendar
2. Query information
(a) Filter data with location queries
(b) Search data based on specific criteria
3. Display/show/visualize
() WFSandWMS feeds
(b) Twitter data
(c) RSSfeeds
(d) Map
(e) Fields of collected information as a chart
(f) Items in a timeline format
(9) External gedeeds on a map
(h) Display data on a map

(i) Google places
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()) Data with attributes
(k) Photos withform collected data
() KML feeds
(m) Points of interest for an area
(n) Geographic coordinates on a map of collected data
(o) Local assessments yedtyle (by scrolling through a map)
(P)HIi st ori cal knowl edge of previous years’
(q) Worldwide CIM data
4. Synthesize and aggregate organized data
5. Dashboard creation for analysis

6. Search function
PRODUCE

1. Store links to files on pages feasy information management
2. Aggregate data based on prior knowledge of operational environment
3. Page ceation
(a) Country studies
(b) Operation pages; show all data collected for an operation on one page
(c)IO information
4. Building wiki pages
5. Formatting wiki pages; apply heading and context in a country page
6. Allows for independent unit processe
7. Creating ppt; maps; excel/csv for another person to look at
8. Embedded pages

9. Data products
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(a) Tag cloud (word cloud)

(b) Timeline

(c) Event calendar

(d) Lists with list widget

(e) Monthly calendar
SHARE
1. Accessible on public commercial @mhet
2. ShareMARCIMS API with UN andDW
3. Shareoperations in the information environmelata
4. Export

(a) Civil Information Management Data Processing Syt€iviDPS)

(b)CSV

(c) GeaJSON

(d) GedRSS

(e) JSON

() KML

(g) PowerPoint

(h) PowerPoinbar chart

(i) PowerPoinpie chart

() RDF

(k) Shapefile

5. Allows for messages to be sent between users

A-6



This page is intentionally left blank






n¥ Meemod
\\\\\\\\"




